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Figure 2: Wireless technologies: power consumption
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METHODOLOGY

Systematic review on LoRaWAN case study in digital agriculture using PRISMA
(Preterred Reporting Items for Systematic Reviews and Meta-Analyses) method

Bibliometric study of papers resulted from PRISMA filtering

method

Literature review on LoRaWAN Threads

Identify or propose a physical layer security method in

LLoRaWAN

Realize a secure LoRaWAN prototype for a smart farming in
Benin context

Agriculture constitutes one of the business sectors which really participates to the Benin's

Digital Farming describes the agricultural engineering from Precision Farming to connected,
knowledge-based farm production systems and is characterized by a fusion of emerging
technologies such as the Internet of Things (I0T), robotics, big data, artificial intelligence (Al),

This concept has been conceived with the fast development of industry (from industry 1.0 to
4.0) where the fourth industrial revolution provides the opportunity to transtorm industrial
agriculture into the new generation, namely Agriculture 4.0 or digital agriculture (Figure 1).

The aim of this work is to study the ruggedness of LoRaWAN against malicious attacks in digital
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Figure 1: The Roadmaps of the agricultural

revolution and industrial revolution

THEORICAL BACKGROUND

IoT represents the technology really exploited to monitor cattle, crops, forests,

fish tarming and water quality and level. It refers to the process of connecting

physical objects to the Internet, enabling the exchange (sending and receiving)

of data over wireless networks with limited human intervention.

LoRaWAN (Long Range Wireless Area Network) is the most used network as it
presents a good coverage (>5km), a low battery consumption and uses an

unlicensed spectrum (Figure 2). However, recent works have shown that this

network presents several security wvulnerabilities at each layer (physical,

communication or application).

These wvulnerabilities call into question network security principles such as
confidentiality, authenticity, integrity and availability as each LoRa device
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transmits signals which can be recetved by any LLoRa gateway remaining 1n its

the gateway and the end-device (Figure 3).

‘ network coverage and an IP network 1s used to ensure communication between
LORA
07 e End Devic
Pet Tracking A—
2 e
Smoke Alarm
Gateway
Water Meter
& ==
@ oo e m "
Trash Container Alternativ
0 n—— sprueiie :} m—
Gateway
Vendmﬁachine a @ Networ:k Server Appllcatic:n Server
Gaz Monitoring % L Network Key (NwKey) ’E E
@ T |
XX 4 Application Key (AppKey) ’;

Figure 3: LoRaWAN Topology
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Figure 4: Four reference applications of LoRaWAN

in smart agriculture
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